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AHHOTAIHSA

CeroznHs Mbl Bece yalle oopaaemcst K 0MOMETpUYECKUM CUCTEMaM ayTeHTH()UKALUN IS 3alUThI
BaXHON MH(OpManuu u pecypcoB. Ham Bkiang B gaHHOM paboTe 3akiodyaercs B pa3paboTke
Ha/IeKHOH U MHHOBALIMOHHOHN CUCTEMbl OMOMETPUUECKON ayTeHTU(UKALMK HA OCHOBE CUTHAJIOB
OKT', ycuseHHOM ¢ HCIOIb30BaHUEM METOJIOB ITy0okoro o0ydeHus. B mpemnokeHHoON cucreme
IIPUMEHSETCd KOMIUIEKCHAsh METOOJIOTHs, BKIIOYamomas oOpadOTKy CHTHAJIOB, W3BJICYEHHE
IIPU3HAKOB,  BEWBIET-IEKOMIO3UIMIO,  JeTekTupoBaHue  QRS-kommiekca, BHyTpeHHee
MOJIEITMPOBAHUE, PACYET PACCTOSHUM U OTKIIOHEHHH, YCPEJHEHUE TIOPOTOBBIX 3HAYCHHM, a TAKKE
Kiaccu(ukaTtop Ha ocHOBe McKyccTBeHHON HeliponHo# cetn (MHC). KauectBo curnamos OKI'
yJIy4dlIaeTcsl 3a CUeT IpeBapUTEIbHOW 00pabOTKH, MOCJIE Yero CUTHAIbl PErUCTPUPYHOTCH.
VYHuKaneHbIe XapakTepucTuku ¢(opmbel curHama OKI'  wu3Biekaorcs, a caMm CHrHal
JIEKOMITO3MPYETCS BO BPEMEHHOW M YacCTOTHOM OOJACTAX C HCIIOJIh30BAHUEM BEUBIICT-
npeobpaszoBanusi. C moMoIkio geTekTupoBanus QRS-komiiekca HASHTUDUIMPYIOTCS KITIOUEBbIE
KOMIIOHEHTBl JUIsl OuomeTrpuueckod ayreHTH(ukauuu. CucremMa CTPOUT BHYTpPEHHEE
npencrasieHre BosH OKI', BblUncaseT mapaMmerpsl, TakKME€ KaK PacCTOSIHUE U OTKJIOHEHUE, U
YTOYHSAET HA0Op NMPU3HAKOB AJIS MOBBIMIEHHUS YCTOMYMBOCTH. J[JIs1 MOBBIIEHUS YCTOHYNUBOCTH K
IIyMy MW BapUaTUBHOCTU IIPUMEHSETCS YCPEAHEHHME MOpOroBbIX 3HadeHWi. Haxowern,
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kinaccudukarop Ha ocHoBe HMHC, oOydeHHBIH Ha W3BJICUEHHBIX TMPU3HAKAX, BBIMOJHSICT
ayreHTu(uKanuo. CrucreMa BBIBOAUT PEe3yJbTaT ayTCHTH(PUKAIIUN U TTOITBEPKICHHYIO TUYHOCTh
WHIUBHIyyMa. DKCTEHCUBHOE TECTUPOBAHUE MPOBOAMIOCH Ha M3BeCTHOM Habope maHHBIX DK,
JIOCTUTHYTa TOYHOCTH 98%, 4TO neMOHCTpUpyeT 3(PPEeKTHBHOCTH CHCTEMBI. 3HadeHue True
Positive Rate (4yBcTBUTENbHOCTb) cocTaBUio 95%, 4UTO yKa3plBa€T Ha BBICOKYIO
MIPOU3BOIUTENBHOCTh B WACHTU(DUKAIINK MMOAJMHHBIX Tolb3oBareneid. [Ipu Bpemenu oOpaboTku
10 cexyHa cucTema MOAXOIUT JIJIsl UCIOJb30BaHUs B peadbHOM BpemeHdu. AHann3 ROC-kpuBoit
TaK)Ke TOKa3al OTIUYHYIO MPOU3BOIUTEIHLHOCTh B PA3IMYCHHUM TMOMIUHHBIX U HETOJUTHHHBIX
nonb3oBaresneit ¢ mwionaasio nox kpuBoi (AUC) 0,98. [lpemnoxenHas cuctema oOecredrnBaeT
0e30macHy10, HAJICKHYIO M aIalTHBHYIO0 OnoMeTpuyeckyto ayTeHTudukanuio Ha ocHoBe DKI 3a
CYET MHTETPALMH CIIOKHBIX METOJIOB 00paOOTKH CUTHAJIOB M TITyOOKOT0 00y4YeHUs JJIs1 paObOTHI ¢
peanbHBIMU Bapuanusmu nartepaoB DK, uto ynydmaeT npeapaymnme pazpadorku. Hecmotps Ha
BBICOKYIO YYyBCTBUTEJIBHOCTh U TOYHOCTh CHUCTEMBI, B OyAyIIMX HCCIENIOBAaHUSAX IUIAHUPYETCS
VIIYYIIUTh CEJICKTUBHOCTh M CHU3UTh KOJIMYECTBO JIOKHBIX CpaOdaThIBAHUH IS MIOBHIICHUS 001IeiH
MIPOU3BOUTEIILHOCTH.

KiroueBble cioBa: riiybokoe oOyuenue, curnan OKI', uckyccrennas neiiponnas cetb (MHC),
0e30macHOCTh, OuWoMeTpuveckass ayTeHTHudUKamus, oOpaboTka curHamoB, QRS-kxomrmiekc,
BEMBIIET-AEKOMIIO3ULIUS.

Abstract

Today, we are increasingly looking to biometric authentication systems to protect our crucial
information and resources. Our contribution in this paper is a robust and novel biometric
authentication system for ECG signals that are augmented using the deep learning techniques. A
comprehensive methodology including signal processing, feature extraction, wavelet
decomposition, QRS wave detection, internal modeling, distance and deviation calculations, and
averaging threshold along with an artificial neural network (ANN) classifier are used in the
proposed system. The quality of ECG signals is improved using preprocessing, and ECG signals
are acquired. The ECG waveform features unique characteristics which are then extracted, and the
signal is decomposed in both time and frequency domains using wavelet decomposition. Using
QRS wave detection, critical components for biometric authentication are identified. The system
constructs an internal representation of ECG waves, calculates parameters such as distance and
deviation, and refines the feature set to improve robustness. An averaging threshold is applied to
enhance resilience to noise and variability. Finally, an ANN classifier, trained on the extracted
features, performs the authentication. The system outputs the authentication result and the verified
identity of the individual. Extensive testing was conducted using a well-known ECG dataset,
achieving an accuracy of 98%, demonstrating the system's effectiveness. The True Positive Rate
(sensitivity) was 95%, indicating strong performance in identifying authentic individuals. With a
processing time of 10 seconds the system would be appropriate for use in real-time applications.
ROC curve analysis also demonstrated excellent performance in discriminating authentic from non-
authentic individuals with an Area Under the Curve (AUC) of 0.98. Securing, dependable and
adaptable ECG based biometric authentication system is provided with the integration of
complicated signal processing and deep learning to deal with real ECG pattern variations, that
improves on past work. Although the system is highly sensitive and accurate future work will be
directed towards improving selectivity and decreasing false positives to improve performance as a
whole.

Keywords: Deep learning, ECG Signal, Artificial Neural Network (ANN), Security, Biometric
Authentication, Signal Processing, QRS Complex, Wavelet Decomposition.

Introduction

Biometric authentication is paramount in protecting sensitive information and resources
[1]. ECG signals have unique and stable characteristics, and hence they have drawn much attention
as some promising physiological signals for biometric identification. Patterns of the electrical
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activity of the heart, representing ECG signals, are an effective way of individual recognition. This
study presents a novel biometric authentication system based on ECG signals and advanced deep
learning approach. As such, the details of the proposed system here aim to enhance reliability and
security by exploiting the complexities of ECG waveforms. Artificial Neural Networks (ANNs) are
used to extract Individual Identification and a robust, accurate identification is performed. Current
biometric methods are limited and this research tries to overcome the limitations of current
biometric methods and offers secure access control methods. The fact is the need for secure, reliable
authentication has increased dramatically as technology has penetrated every aspect of modern life.
These include facial, voice and passwords, which are all becoming more and more useless because
of the vulnerability involved: no facial data, twins can't be identified, voice recordings etc. They
are a universal, robust, unique, stable, easy to collect and high-performance alternative to ECG
signals [2]. ECG is the recording of the heart’s electrical activity over time, revealing vital
information about its rhythm and functionality. The electrocardiogram (ECG) is a graphical
representation of the heart's electrical activity over time, recorded using electrodes placed on the
body. An ECG signal is characterized by a repeating waveform that includes distinct components
such as the P wave, QRS complex, and T wave, each corresponding to specific phases of the cardiac
cycle: the P wave represents atrial depolarization, the QRS complex corresponds to ventricular
depolarization, and the T wave indicates ventricular repolarization [3]. Fig. 1 shows these key
components which offer very important understanding about the heart’s condition and are crucial
in looking at the heart’s rhythm and functionality . These features have significantly different
morphology, and temporal characteristics, between individuals, which are sufficiently unique
between individuals, such that ECG signals are unique [4]. Evaluated through electrocardiographs,
ECG signals also reflect variations in sensor placement, enabling enhanced waveform analysis. The
standard 12-lead configuration categorizes signals into chest and limb leads, capturing periodic and
recurrent patterns, with the QRS complex, encompassing the Q, R, and S waveforms, serving as
the focal point of ECG analysis, typically represented in the sequence P-QRS-T [5].

Depolarization

@ Depolarized

Repolarization

Fig. 1. Sequence of depolarization and repolarization events in the heart and their correlation to
various heart beat wave forms in the ECG signal

The distinctiveness of ECG signals lies in their inter-individual variability, which reflects the
anatomical and physiological differences between individuals. Moreover, studies have confirmed
that while ECG signals exhibit some day-to-day variability, their long-term intra-individual
characteristics remain stable and comparable [6]. This stability allows for reliable identification
over extended periods, even with a time gap of more than a year between recordings. ECG signals,
being involuntary and directly linked to the functioning of the heart, are difficult to replicate or
manipulate, further enhancing their suitability for biometric authentication [7]. These unique
characteristics have made ECG a popular and significant tool in the field of biometrics, with
research dating back to the early 2000s.The organizational structure of this study is outlined as
follows: Section 2 provides a detailed literature review to establish the context and relevance of the
research and discusses the limitations of existing systems, while Section 3 elaborates on the
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methodologies of the proposed system. Section 4 presents and analyzes the results of the study,
highlighting its effectiveness. Finally, Section 5 concludes the research and outlines potential
directions for future work.

Background

H. Silvaet. Silvaet. Al. [8] "For safe healthcare systems like HIS, defining how people can
use ECG biometrics to authorize access and show medical data is key. Confirming a patient's
insurance and reviewing their health record are two tasks that need to be done right at the start as
they form the basis for everything else. Today, biometrics is the main way to solve this issue, but
regular ID check methods only confirm limited access - even though technology advances, we still
need direct contact with readers confined to a single area. Current patient and doctor sign-in
methods in Healthcare Information Systems aren't reliable enough and result in lower care quality
since mismatched data from everywhere keeps causing errors. Study by Al. [6] explores the idea of
employing the ECG heartbeat's shape and deadlines to tell people apart. These ECG readings, taken
from 22 healthy participants' lead I channels during various states, help validate how well the
system works by analyzing 550 test samples. The proposed method takes ECG recordings from
beginning of QRS complex to T wave termination. In this paper, we developed plan for making
ECG readings an essential biometric security element. Through tests on a group of 22 healthy
recipients, three different access methods were created, and analysis confirmed ECG variations do
offer real help in securing ECG signals as a biometric solution. Research shows that the QRS part
of ECG stays constant regardless of heart rate and works well just to verify identity, making it a
useful component for biological safety [9].

According to Y. Ho, Wang et. Al. [10], "Biometric Identification" identifies individuals
through their unique physical and biological signal characteristics. This project looks at and
assesses a way to study the ECG from one lead to tell different humans apart. When the first phase
ends, the ECG data is broken down into several sections for processing, one window for each ECG
heartbeat. Through identifying QRS correctly, our tool collects important data values to help with
identifying who is who. Research work provides a biometric system for the structured study of a
particular electrocardiogram of lead (ECG) of human authentication. The initial stage of such a
system consists of a wide band-pass filter that used to noise removal as well as other artefacts
produced from raw ECG signal. A. Krishnapuramet. Al. [11] "In the study "A Bayesian Method to
Combined Feature Selection and Classifier Design", the authors propose using Bayesian analysis
to determine the point when a classifier with fewer features becomes less accurate while also
finding the most helpful factors to the classification task. The method uses high-profile importance
to encourage sparsity in use of both theory capabilities and modules; such prior convictions assume
the shape of regularizations for the possibility research which awards considerable clarity in the
planning of knowledge. Researchers derive an expectation-maximization (EM) algorithm to
effectively calculate the maximum a posteriori (MAP) point estimation of a various variables. The
algorithm uses one of today's leading public algorithms that are essentially the same as support
vector machine equivalents, but based on Bayesian theory. T. The author Jebaraet, man. Al. [12]
developed two techniques for SVMs: selecting kernels to deal with multiple tasks and training
individual SVMs on separate but connected datasets. A technique that is beneficial if several
electronic classification methods and individually marked datasets occur against even a shared
input space. Distinguishable datasets will typically reinforce the traditional choice of portraits or
greatly strengthen with the classification techniques. A multi-task recognition learning technique
using the very extreme entropy segregation formula is identified. The consequent convex
algorithms retain the global solution objectives of support vector machines. Even then, in relation
to several SVM classification and regression parameters, they often collectively calculate an
optimum set of attributes and an optimal kernel combination. Tests are seen in simplified datasets.
Andrea Bakker and her team showed how making separate regression tasks work together improved
task modeling in their 2022 article [13]. To solve this in machine learning, we use a technique
called multitask learning, where the network learns output from multiple related tasks at the same
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time. This is often achieved by a linear mixed effects model where there is a distinction between
'set effects, which are the same for all tasks,' and 'random effects, which can differ among tasks. In
this paper, we will follow a Bayesian method in that few of the parameters are distributed (the same
across all tasks) and few are very closely linked across a common probability distribution which
can be derived from results. Throughout this manner, they try to incorporate the better aspects of
both multi-level statistical approach as well as the neural network machinery. Article [14]
“Geometrical dimensions of the differences of multi-lead ECG recordings. Electrocardiogram
(ECQ) is used as a clinical tool for evaluating or assistance a diagnosis in a cardiac patient ever
since it was recorded in a man by Waller and then enhanced by Einthoven [15]. Normal ECG
readings for healthy people show big differences between each person's heart patterns. These
differences come from both the body's external structure and its internal electrical activity [16].
This study measures how much geometric factors influence the ECG's electrical signals. This study
also details how to adjust for these elements. The study finds that most changes in ECG readings
come from variations in how blood and tissues flow through your chest. Researchers have improved
ECG-based biometric authentication methods, but there's still more to study and refine. Modern
systems have problems with noise interference, struggle to handle differences in human responses,
and require advanced ways to pull useful data from ECG signals [17]. The system we propose uses
deep learning to solve these issues, making it more reliable and precise at verifying people [2] [18].

Method

Our proposed system combines multiple parts as shown in Fig. 2: signal processing,
feature picking, wavelet analysis, and an Artificial Neural Network (ANN) biometric comparison
tool. This deep learning method allows our system to uncover complex wave patterns in ECG
signals, making it better at both recognizing and interpreting heart activity. The way the ECG
signals are processed both inside the system and averaged out helps it detect heart issues better by
ignoring unwanted background noise.

Step 1. Data Acquisition & Pre-Processing

1

1

1

1

ECG Acquisition Data '
Sensors Pre-processing 1

1

1

|

ECG
Signals

Step 2. Feature Extraction & Analysis

Feature Wavelet QRS Wave
Extractor Decompose Detection

Step 3. Modeling & Classification

Averaging Distance and Wave
Threshold Derivation Calulate Modeline

]
]
]
]
ANN 1
Classifier :
1
1
1

Classification

Output

Fig. 2. Proposed block diagram.
Our System uses Deep learning methods to create unique biometric authentication systems
that work for both one person and many people. This framework guides researchers and developers

in making sure they gather enough ECG test data and collect it correctly, which helps them create
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effective ECG biometric identification solutions. We limit dataset boundaries by using use case
analysis. We created three different ways to apply ECG authentication, depending on what kind of
application needs it.

Materials and Methods

Data Acquisition

The ECG data used in this research was obtained from the ECG-ID dataset, a publicly
available and widely recognized dataset for biometric authentication research. The dataset includes
ECG signals from 90 subjects, providing a diverse and comprehensive range of signals for analysis.
For this study, 40 subjects were selected, ensuring diversity in terms of age and gender to enhance
the robustness and generalizability of the system. The ECG signals were recorded using a standard
setup, focusing on Lead 1 for consistency. These signals were stored in a database for subsequent
processing and analysis.

Signal Pre-Processing and Feature Extraction

The initial step in processing involved applying a median filter to the raw ECG signals to
remove noise and artifacts, ensuring improved signal quality for further analysis. After pre-
processing, key features such as the P-wave, QRS complex, and T-wave were extracted. These
features, representing distinct phases of the cardiac cycle, serve as unique identifiers for
distinguishing ECG signals among individuals. Wavelet decomposition was employed to analyze
the signal in both time and frequency domains, isolating specific frequency bands to highlight
relevant details for authentication.

Wave Analysis and Modelling

The QRS complex, being the most significant feature for authentication, was further
analyzed through QRS wave detection, pinpointing its onset and offset. Internal calculations and
wave modelling were then conducted to derive additional features, including the shape and
amplitude of the QRS complex. To enhance the robustness of the system, distance and deviation
calculations were performed to compare extracted features with a reference template. An averaging
threshold was applied to increase resilience against noise and variability, ensuring consistent and
reliable results.

Classification and Output Generation

The refined features were processed using an Artificial Neural Network (ANN) classifier,
trained on a dataset of known ECG signals. The ANN utilized intricate patterns within the signals
to authenticate individuals. The final system output provided a binary decision, indicating whether
the input ECG signal was authentic or not. This decision was derived based on the results of the
averaging threshold and ANN classification, showcasing the system's ability to deliver accurate
and reliable biometric authentication.

Methodology

Fig. 3 shows the block diagram of the proposed approach. It consists of pre trained ANN
classifier for the performance evaluation of ECG signal classification for person authentication. In
the proposed methodology the steps as follows.
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ECG Signals

‘ ECG Acquisition Sensors ‘

‘ Filtering ‘

‘ Performance Evaluation ‘

Fig. 3. Proposed methodology.

The collected ECG signals were retrieved from a pre-existing database and subjected to a
series of pre-processing steps to enhance their quality. Initially, the signals were filtered to remove
high-frequency noise and artifacts that could interfere with subsequent analysis. Pre-processing was
carried out using a Band Pass Filter (BPF), which allows signals with frequencies below a specified
cut-off to pass while attenuating those with higher frequencies. This technique ensures that only
the relevant frequency range of the ECG signal is preserved for further processing. Following pre-
processing, the filtered signals were prepared for input into the Artificial Neural Network (ANN)
classifier. During this step, the layers of the ANN classifier were carefully configured, with all
layers concatenated except for the first and the last three, optimizing the model’s ability to analyze
and classify the ECG signals effectively.

Results

Fig. 4 represents the raw ECG signal acquired from the individual. The ECG signal
typically consists of P, Q, R, S, and T waves, each corresponding to different phases of the cardiac
cycle. The irregularities and unique patterns in this signal form the basis for biometric

authentication.
ECG Signal
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Fig. 4. Input ECG Signal.
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During acquisition, the ECG signal is frequently contaminated by various types of noise.
After removing unwanted noise from the ECG signal using Band pass filter (BPF), the ECG signal
is displayed in Fig.5. It is this step that significantly improves the quality and accuracy of following
signal processing and analysis.

Noise Removed Signal via BPF

0.8 4

0.6 1

0.4 4

Amplitude
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—0.2 4

0 1 2 3 2
Time (s)

Fig. 5. Noise removed signal via BPF.

PQRS points represent the key landmarks in the ECG signal, namely the P-wave, QRS
complex, and T-wave. Fig. 6 illustrates the identified PQRS points, providing a visual
representation of the critical features used for subsequent analysis and feature extraction.

PQRST Points Representation

—— ECG Signal
A R Peaks
® Q Points
m S Points
P Peaks
T Points
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Fig. 6. PQRS points representation.
The accurate detection of R-peaks within the QRS complex is very important. Specifically

detected R peaks in the ECG signal, representing a foundation for subsequent processing steps are
shown in Fig. 7.
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Detected R in ECG Signal

— ECG signal
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Fig. 7. Detected R in ECG Signal.

To mitigate the impact of noise and irregularities, a smoothing process is applied to the
ECG signal. Fig. 8 shows the signal after smoothing, with a clearer underlying cardiac activity.

Smoothed Signal

~— original ECG Signal
1.0 A —— Smoothed Signal
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Fig. 8. Smoothed Signal.

The system was able to correctly identify people with 98% accuracy, showing it works as
expected. Our system correctly recognized 95% of real tests (people who are part of the
authentication system). The system works very well to distinguish real negative examples, rejecting
unauthorized users 20% of the time, but struggles to tell apart negative and positive tests (75% false
negative accuracy). By showing low accuracy for discriminating between negative and positive
results, the system exposes one of its biggest problems. The model worked within 10 seconds which
lets it match speeds required for working now. In Fig. 9, the graph illustrates the accuracy,
sensitivity, and selectivity results.
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Perfgrrnance Metrics of ECG-Based Authentication System
5%

100

80 4

60 A

Percentage (%)

20 1

Accuracy Sensitivity (TPR)
Metrics

Selectivity (TNR)
Fig. 9. Performance Metrics.

The confusion matrix from Fig. 10 helps us assess how well the system works. Looking at
the matrix, we find that the system correctly classified 95% of authentic face images (True Positives)
and 20% of non-authentic ones (True Negatives). When the system fails to catch 80% of false claims,
it will label many regular users as experts. We need to improve how the system tells authentic and
fake signals apart to work better.

Confusion Matrix for ECG-Based Authentication System
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Fig. 10. Confusion Matrix.
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The Receiver Operating Characteristic (ROC) curve is plotted as shown in figure 11 to
evaluate the trade-off between sensitivity (True Positive Rate) and specificity (False Positive Rate).
The curve showed an Area Under the Curve (AUC) of 0.98, indicating excellent performance in
distinguishing between authentic and non-authentic individuals. However, the curve also revealed
that the system's performance drops at higher specificity levels, which aligns with the low selectivity
observed in the performance metrics.
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ROC Curve for ECG-Based Authentication System
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Fig. 11. ROC Curve for ECG-Based Authentication System.

Conclusion

A new way to identify people uses their ECG signals and modern signal processing with
deep learning algorithms to create a strong, accurate, and reliable security system. The proposed
system improves current biometrics by mixing advanced signal modifying techniques with new
feature extracting ways and Artificial Neural Network learning, as a result they work better in actual
world situations. The literature study acts as the foundation for building and creating the system,
showing where current research stands and what problems still need to be solved. To make
improvements, we will seek new and broader datasets to prove and improve the system better. To
correctly use and easily apply the framework, we will need to see how well it works in different
real-world security situations and control settings. Ongoing advancements in deep learning and
signal processing will be utilized to enhance the system’s performance, particularly in handling
noise and inter-individual variability. Also, the framework should be expanded to accommodate
future biometric challenges and incorporated with new technologies to make the system continue
to stay on the cutting edge of biometric authentication innovation. Continuous research and
development of this area is essential to the advancement of security standards and in meeting the
ongoing security and reliable identification solution requirements.
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